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Introduction
Background
To succeed with its data-centric business models,
Nestlé needs to be a company trusted for privacy
and the protection of Personal Data.
Standard applicability
This Standard supplements the Nestlé Privacy
Policy and forms part of the Nestlé Privacy
Program (as specified in the Nestlé Privacy
Policy). It reflects the Nestlé Group’s commitment
to respect privacy and sets out the data privacy
standards for how Personal Data is Processed
by the Nestlé Group. It covers the Personal
Data of Nestlé’s consumers, employees and
other individuals (e.g., individual employees of
customers, suppliers and service providers).

Local laws
This Standard applies to all Nestlé Group entities,
even if local law is more lenient. If local laws
are stricter than this Standard, those laws take
precedence over the Standard.
Implementation timing
This Standard is to be implemented and complied
with within 18 months of its publication.
Templates
To assist with the implementation of this
Standard, guidance and template documents
have been developed by Group Legal and are
available on the intranet. While the use of these
templates is recommended, Nestlé Group entities
may use their own documents and procedures as
long as the requirements of this Standard are met
and the substance of the templates are reflected
in local documents and procedures.

Accountability
Data Protection Champion
All Nestlé Group entities need to have a Data
Protection Champion. Markets can appoint one
Data Protection Champion to cover all the entities
in their Market or to cover a cluster of Markets.
The role of the Data Protection Champion
does not need to be a full-time role. Nestlé
Group entities should follow local laws as to
the appointment, title and duties of the Data
Protection Champion (e.g., Privacy Officer or Data
Protection Officer). Where local laws do not
require the appointment of such a role, Nestlé
Group entities need to follow the requirements
for the Data Protection Champion as set out in this
Standard and related guidance.
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Data Processing Register
Each Nestlé Group entity needs to keep an up-todate and accurate data processing register. The
data processing register is a record of relevant
Processing of Personal Data by a Nestlé Group
entity and is to be reviewed by the Data Protection
Champion at least annually.
Training
It is important that all Nestlé Group entities ensure
that regular privacy-related training is provided
to Nestlé employees and contracted staff who
Process Personal Data. Training is to be provided
at the time of, or shortly after, commencing
work for a Nestlé Group entity and afterwards
as required (e.g., when moving to a new role
that includes the Processing of Personal Data).
This training must include any privacy-related
e-learning modules or template training provided
by Group Legal, adapted or complemented as
appropriate for the local Nestlé Group entity.
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Processing Personal Data – Legal Grounds
A Nestlé Group entity that acts as a Controller
must have a legal ground for Processing Personal
Data. Examples include:

Consent: consent, either explicit or implicit,
can be used as a basis for Processing Personal
Data. Consent is to be given voluntarily and
based on adequate information. It remains
valid for so long as there is no material change
to the circumstances under which it was given.
Nestlé Group entities are to provide Individuals
with the ability to withdraw their consent at
any time.
Legitimate interests: a Nestlé Group entity
may Process Personal Data if it has a legitimate
business interest in carrying out the Processing
and is satisfied that the Processing is permitted
under applicable local law. Legitimate business
interest is generally used for the Processing
of Personal Data of employees and business/
supplier/vendor contacts.
Contractual necessity: Personal Data may be
Processed if it is needed for the performance of
a contract between a Nestlé Group entity and
an Individual (e.g., where a consumer makes a
purchase from Nestlé, Nestlé may Process the
consumer’s Personal Data to fulfil the contract
and deliver the product).
Compliance with laws: Personal Data may
be Processed if it is necessary to meet a legal
requirement (e.g., in response to a court order).
Processing of Sensitive Personal Data
All requirements that apply to Personal Data
under this Standard also apply to Sensitive
Personal Data. As Sensitive Personal Data requires
additional protection, it must only be Processed
in the following situations: (i) the Individual has
given his/her explicit consent to the Processing;
(ii) the Processing is necessary in the context
of employment law or laws relating to social
security and social protection; (iii) the Processing
is necessary for the purpose of obtaining legal
advice, or for the purpose of establishing,
exercising or defending legal claims; or (iv) the
Processing is needed in order to comply with
applicable laws (e.g., tax) or court orders.
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Lifecycle of Personal Data Processing
Privacy-by-design
Privacy-by-design is to be implemented into all
Nestlé operations that involve the Processing
of Personal Data. This means that privacy
should be considered and taken into account
at the beginning of any activity and not as an
afterthought.
Specific purposes and data minimisation
Personal Data should only be Processed for: (i)
specific and legitimate purposes that have been
explained to the Individual or for which consent
has been obtained, or (ii) to meet a local legal
or regulatory requirement. If it is necessary to
Process Personal Data for any new purposes not
covered in a notice, a new notice may need to
be provided to an Individual or a new consent
obtained.
Nestlé must only collect and Process the actual
amount of Personal Data required for the purpose
(i.e., not to obtain excessive amounts of Personal
Data).
Review of new Processing activities
Any new IS/IT system or Digital Property involving
the Processing of Personal Data must go through
a Privacy Impact Assessment (PIA) before it is
implemented or used. The business/solution
owner or project lead accountable for the
Processing activity is responsible for completing
the PIA and consulting the Data Protection
Champion, the local IS/IT Security contact and/or
the Legal Department as necessary.
Transparency and notice
Before, or as soon as possible after, collecting
any Personal Data, Nestlé Group entities are to
provide Individuals with all relevant information
regarding the Processing in a privacy notice (or
equivalent document).
Appointment of Processors
Personal Data may be disclosed to third parties
who act as Processors on behalf of a Nestlé Group
entity, (e.g., an agency fulfilling the delivery of
prizes or sending out newsletters for Nestlé).
These disclosures should be made only if there
is a written agreement between the Nestle
Group entity and the Processor that reflects the
requirements of local law, the Nestlé Privacy
Policy and this Standard.
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Disclosing Personal Data
Nestlé Group entities are not to disclose Personal
Data to any third party (other than an appointed
Processor) unless one of the following applies:
•• relevant consents have been obtained from the
affected Individuals;
•• the disclosure is permitted under a legal
ground other than consent, and the affected
Individuals have been provided with suitable
notice of the disclosure; or
•• the disclosure is mandatory under applicable
law.
Security
Nestlé Group entities must comply with all Group
IS/IT Security requirements for the protection
of Personal Data. They are to take all reasonable
steps to ensure that any Processors that Process
Personal Data on their behalf have appropriate
technical and organisational security measures in
place, as required by Group IS/IT Security.
Cross-border transfers of Personal Data
Personal Data is to only be transferred to a
recipient in another country in accordance
with applicable law of the country in which
the Personal Data is being transferred from.
Nestlé Group entities transferring Personal Data
to other countries are to implement a written
agreement with the recipient, unless another
valid legal ground for the transfer applies. The
written agreement must be in a form, approved
or reviewed by, the relevant local Nestlé Legal
Department.
Data retention and deletion
Nestlé Group entities should only keep Personal
Data for as long as is necessary and:
•• for the purpose for which the Personal Data
was originally collected and in line with the
privacy notice provided to, or the consent
received from, the relevant Individuals;
•• for any other purpose that the Personal Data
may be Processed in accordance with this
Standard; or
•• to enable the relevant Nestlé Group entity to
meet legal requirements or to comply with
court orders.
Once Personal Data is no longer needed in
connection with any of these purposes, the
Personal Data must be: (i) anonymised; or (ii)
securely deleted or destroyed.
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Anonymisation of data
Personal Data that is fully anonymised (i.e.,
amended or aggregated so that it is not possible
to identify a person) is no longer considered
Personal Data and data protection laws do not
apply. Where a Nestlé Group entity anonymises
Personal Data rather than deleting it, the Nestlé
Group entity is responsible for ensuring that
the anonymisation is carried out correctly. In
the event of any uncertainty, the relevant IS/IT
Security and Nestlé Legal Department contacts
are to be consulted.

Rights of Individuals
Rights of Individuals
Nestlé Group entities are to establish, and follow,
processes to ensure that the rights of Individuals
over their Personal Data are respected. These
rights include the rights set out below and any
other rights granted under applicable laws.
The processes must set out how a request or
complaint will be handled and the timeframe
for providing a response. All requests are to be
handled in a timely, effective and consistent
manner.

•• Right of access: this allows Individuals to
request access to, or a copy of, their Personal
Data held by, or on behalf of, a Nestlé Group
entity.
•• Right of rectification: this allows Individuals
to request rectification or modification of any
inaccuracies in their Personal Data held by, or
on behalf of, a Nestlé Group entity.
•• Right of deletion: this allows Individuals to
request the deletion of their Personal Data.
This is not an absolute right and has to be
considered against any legal or regulatory
requirements for keeping the relevant
Personal Data for longer periods (e.g., for
product liability cases, financial records, HR
requirements).
•• Right to complain: this allows Individuals
to make a complaint to a Nestlé Group entity
about how their Personal Data is being
Processed.

Responding to Data Breaches
What is a Data Breach?
A “Data Breach” is any incident in which any
Personal Data controlled by a Nestlé Group entity,
is lost or subjected to unauthorised access,
use, modification, disclosure or other unlawful
Processing. Examples of Data Breaches include:
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•• lost or stolen unencrypted devices (laptops,
tablets, phones) and removable storage
devices, or paper records containing Personal
Data;
•• databases containing Personal Data being
‘hacked’ into or otherwise illegally accessed by
unauthorised individuals;
Nestlé Privacy Standard

•• Nestlé employees, contracted staff or third
party Processors accessing or disclosing
Personal Data outside the requirements
or authorisation of their employment or
engagement; and
•• Personal Data being accidentally provided to
the wrong person, (e.g., by sending details out
to the wrong email address, or sending out
Personal Data that is not adequately protected).

Data Breach Response Plan
All Nestlé Group entities must establish a Data
Breach Response Plan, which should incorporate
the requirements of the Nestlé Group Standard on
Reporting Information Security Breach Incidents.
The Data Breach Response Plan must be followed
in the event of an actual or suspected Data
Breach.

Personal Data of Children
Nestlé must not collect any Personal Data from
children under the age of 13 without explicit
parental consent.

Digital Properties
The following requirements apply to Digital
Properties, in addition to the general requirements
set out in this Standard.
Terms and conditions and privacy notices
All Digital Properties must have accurate terms
and conditions and a privacy notice. These must
be made available to Users when using the Digital
Properties and should be:
•• based on Nestlé Group templates, and
amended as necessary to take account of:
–– the specific nature of the Digital Property in
question;
–– the Personal Data that is Processed in the
context of that Digital Property; and
–– the requirements of applicable laws;
•• compliant with the requirements set out in this
Standard; and
•• approved by the relevant Legal Department
before publication.
Social media single sign-on may provide
an acceptable means of making terms and
conditions and privacy notices available to Users,
subject to the requirements of applicable laws.
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Consent
Consent, either explicit or implicit, is to be
obtained from each User whenever a Digital
Property:
•• Processes a User’s Personal Data, including but
not limited to:
–– contact or calendar data from a digital
address book or other digital repository;
–– a User’s stored photographs, videos or other
media; or
–– geo-location information (which may only
be collected if it is strictly necessary for the
operation the relevant Digital Properties);
•• has a change in the purpose/scope previously
communicated to Users;
•• targets an individual User with advertising,
marketing or promotional communication(s);
•• uses “social plug-ins” to provide personalised
content or social experiences; or
•• combines, or allows for the combination
of, User Personal Data with Personal Data
collected through another Digital Property or
other source.
Personal Data analytics
Analytical reporting mechanisms used by or
on behalf of the Nestlé Group to capture User
traffic information must not collect IP addresses
or any other data that could be used to single
out Individuals (even if they cannot be directly
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identified). Personal Data must be anonymised
before it is transferred to analytics applications
that are not aimed at profiling individual persons
and therefore do not require the use of Personal
Data.
Cookies and similar technology usage
Tracking technology (e.g., cookies) used as part
of a Digital Property must be clearly notified to
Users (e.g., via a banner notification and/or a
cookies or privacy notice). Users must have the
ability to opt-out from all or parts of such tracking
activities. The notification provided to Users
should include information on the purposes for
which their Personal Data will be Processed and
the duration for which that Personal Data will be

retained. Furthermore, any tracking data placed
on Nestlé User devices must be encrypted. The
use of tracking technology is to be reviewed on a
quarterly basis by the business owner to ensure
that it is fully reflected in the relevant notification
to Users. All changes are to be approved in
advance by the relevant Legal Department.
Geo-location & other meta data storage
Unless necessary for the provision of engagement
using the Digital Property, geo-location data
and similar metadata must be removed from
photographs or any other content prior to their
upload to any Digital Property platform. All
metadata is to be purged upon completion of the
relevant engagement.

Governance and Responsibility
Governance
The Nestlé Privacy Program is supported by a
robust governance structure, as set out below:
Centre level
•• The Program is led by the Group Data
Protection Office and Group Data Protection
Officer, both in Group Legal. They are
responsible for the proper design and
co-ordination of the Program and reporting,
from time to time, to the Nestlé Executive
Board, the Information Security Committee
and the Group Compliance Committee.
•• The Information Security Committee is the
steering committee responsible for validating
strategic privacy-related decisions.
•• Data Protection Champions in relevant
functions and businesses.
Market level
•• The Market Compliance Committees, which
are responsible to ensure compliance with the
Program at Market level.
•• A Data Protection Champion.
Zone level
•• Matters can be escalated to Zone Compliance
Committees and/or Zone Management, as
necessary.
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Responsibility
Each Nestlé Group entity is accountable for
ensuring that it complies with the requirements of
this Standard, the Program and applicable laws,
when it Processes Personal Data. Specifically:
•• The business is responsible for determining the
purposes for which Personal Data is Processed;
•• GLOBE is responsible for the security of
Personal Data;
•• The local Legal Department is responsible for
ensuring that local laws are complied with; and
•• The Data Protection Champion is responsible
for the Data Protection Champion tasks set out
in this Standard, as well as the co-ordination
of the relevant Nestlé Group entity Privacy
Program.
All Nestlé Group entities must ensure that they
are able to demonstrate compliance, on request
by a Data Protection Authority, the Nestle Group
Data Protection Office (dataprotectionoffice@
nestle.com), the local Compliance Committee or
Nestlé Group Audit.
Local Nestlé Legal Departments and the Nestlé
Group Data Protection Office are available to
provide advice and assistance with regard to the
matters covered in this Standard.
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Definitions
Capitalised and italicised terms used in this
Standard have the meanings given to them below,
even though local laws may use different terms:
•• Controller means the entity that decides the
purposes for which, and means by which,
Personal Data is Processed (i.e., usually the
Nestlé Group entity collecting and using the
Personal Data);
•• Data Protection Champion means a person
primarily responsible for understanding the
main data flows within a Nestlé Group entity
or Market, to raise awareness of internal and
external data privacy requirements, to provide
or organise data protection training for Nestlé
employees and contractors and to handle any
privacy queries, requests or complaints.

•• Processor means an entity or person that
Processes Personal Data on behalf of, and
in accordance with the instructions of, the
Controller (i.e., a third party or another Nestlé
entity);
•• Sensitive Personal Data means Personal Data
relating to the racial or ethnic origin, political
opinions, religious or philosophical beliefs,
trade union membership, genetic or biometric
data, data concerning physical or mental health
or sex life, or sexual orientation of an Individual,
the commission or alleged commission of any
offence, any related proceedings and outcome
thereof; and
•• User means any user of a Digital Property and
any member of a user population to whom a
Digital Property is directed.

•• Digital Property means a resource used by, or
on behalf of, any Nestlé Group entity to create
engagement with Users (e.g., Nestlé websites,
mobile phone applications, Facebook pages
and Twitter accounts);
•• Individual means an identified or identifiable
person to whom Personal Data relates (also
known as ‘data subject’ in some laws);
•• Personal Data means information concerning
an Individual (e.g., name, address, telephone
number, ID number, e-mail address, date of
birth, etc.);
•• Privacy Impact Assessment (PIA) means a risk
analysis of how Personal Data is Processed. The
PIA is designed to help ensure that:
–– the Processing of Personal Data complies
with applicable legal requirements, the
Nestlé Privacy Policy and this Standard;
–– appropriate technical and organisational
measures are in place to mitigate potential
privacy risks; and
–– any residual privacy risks are reviewed
by the Data Protection Champion and the
relevant Legal Department before a decision
is made by senior management of the
business (e.g., BEO) as to whether the risks
are acceptable to Nestlé;
•• Process, Processing or Processed mean all
activities involving the handling of Personal
Data, such as the access, collection,
storage, transfer, use, disclosure, retention,
amendment, erasure, deletion and any other
operation involving Personal Data (e.g., passive
storage, or mere consultation of Personal Data);
Nestlé Privacy Standard
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